
Capability Flexible retention Enforced retention

Intended usage Operational records Regulatory compliant records

Prevent deletion of document YES YES

Auditable events YES YES

Support for legal hold YES YES

Comment/annotate before retention start YES YES

Comment/annotate after retention start NO NO

Create versions before retention start YES YES

Create versions after retention start NO NO

Shorten duration of the retention period NO NO

Undeclare record (i.e. stop retention)

YES (requires permission, 

action is audited and triggers 

a dedicated event)

NO

Protection of main binary YES YES

Storage used Regular S3 storage

Dedicated S3 bucket (WORM 

storage with compliance 

mode, SEC-17A4 compliant)

Configure additional properties to protect YES YES

Storage used for additional files under protection Regular S3 storage

Dedicated S3 bucket (WORM 

storage with compliance 

mode, SEC-17A4 compliant)

Protection level Software Software + S3 object lock

Attach a new rule after retention is stopped or 

retention period ends
YES YES


